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Description 

BACKGROUND OF THE INVENTION 

Field of the invention 

[0001] This invention relates to digital recording/re- 
producing systems. More particularly, the invention re- 
lates to a system which records or reproduces digital 
television broadcast utilizing, for example, CS (Commu- 
nication Satellite), BS (Broadcasting Satellite) or ground 
waves onto or from a digital recording medium, such as 
a DVD-RAM, MO disc or hard disc. 

Description of the prior arts 

[0002] Recently, in analog television broadcast utiliz- 
ing ground waves, television signals can be recorded to 
and reproduced from a VTR or the like. Meanwhile, 
there are cases that a pay television signal, such as of 
CATV, is applied with copy protection. For example, the 
position of a horizontal synchronizing signal is changed 
so as not to be brought into synchronization by using a 
usual television receiver or VTR. In this case, video re- 
cording is impossible to perform. Furthermore, the rental 
videos, for example, are generally processed with Mac- 
rovision Company's copy guard. They accordingly can 
be reproduced by a VTR. However, if a VTR- rep reduced 
video image is tried to be recorded again, the video im- 
age will go out of order and is impossible to look and 
listen to. 

[0003] Meanwhile, perfecTV, DirecTV, JskyB and so 
on (all service marks) have inaugurated their digital 
broadcast services utilizing communication satellites 
(CS). In these of digital television broadcast, the Mac- 
rovision's copy guards are applied to unrecordable pro- 
grams. As for the recordable program, if a fee higher 
than the usual subscription rate in paid, such program 
can be recorded as an analog television signal. In such 
a case, it is possible to carry out dubbing with the re- 
corded video tape. Such dubbing, if performed for other 
purposes than personal enjoyment, would result in vio- 
lation against the Copyright Law. Such dubbing might 
damage to the broadcaster. 

[0004] Also, copy guard systems have being intro- 
duced to an application of the DVD (Digital Video Disc) 
recorded with a movie or the like. In DVD, the video sig- 
nal is compressed according to MPEG, similarly to dig- 
ital television broadcast. The DVD reproducer decom- 
presses the compressed video signal and converts it in- 
to an analog television signal, being supplied through a 
connection terminal to the television receiver. The ana- 
log television signal output through the connection ter- 
minal is processed with Macrovision's copy guard. 
[0005] In both the broadcast media and the storage 
media, measures are taken such that the digital televi- 
sion signal cannot be copied for the purpose of protect- 
ing copyright. 



[0006] Incidentally, in Japanese Patent Laid-open No. 
214929/1997 (Billing System Apparatus) [H04N 7/16, 
5/91 ] as a first prior art, billing is implemented in accord- 
ance with a program during reproducing/dubbing with a 

5 VTR-recorded pay-program television signal, wherein 
an STB (Set Top Box) received signal is multiplexed with 
a pay-program code and further processed with copy 
protection in order to prevent against unpaid dubbing, 
thus being supplied to the VTR. The VTR releases the 

10 copy protection to perform scramble recording. Also, in 
reproduction, a reproduced signal is descrambled and 
processed for copy protection by the VTR, thus being 
supplied in a pay-program encoded form to the STB, 
There is a proposal that a billing-implementation signal 

15 is outputted from the STB to the VTR wherein descram- 
ble is effected only in a (viewing) duration of outputting 
such a billing-implementation signal. This method ena- 
bles billing to conduct not only during recording but also 
in reproducing. 

20 [0007] Furthermore, in Japanese Patent Laid-open 
No. 231440/1995 (View Billing System) [H04N/ 7/16, 
7/167] as a second prior art, a billing system for a 
chargeable broadcast is attempted to receive a scram- 
ble broadcast and descrambles it by means of an exclu- 
25 sive decoder in orderfor looking and listening. This prior 
art carries out billing on a particular time period basis 
excepting the titles descrambled in overlap, for a pur- 
pose of performing billing (possible by a recording/pro- 
ducing means such as VTR and special reproduction) 
30 for each of viewed programs. The identification informa- 
tion for the program billed is sent to a center. This infor- 
mation is stored on the viewer's side, and updated 
(erased or added in a specified time) as required. Or 
otherwise, the billed-program information is stored and 
35 updated in the center without store by the viewer Ac- 
cording to the second prior art, the scramble data, the 
release signal and the program identification informa- 
tion are digitally recorded and, upon reproduction, cor- 
rected into the before-record information form. Mean- 
40 while, where no program identification information is in- 
putted together with scramble data, descramble is not 
carried out. 

[0008] In the case of the first prior art, the copy-source 
media and the copy-destination media are quite the 
45 same. That is, this art is effective for a case of billing per 
viewing time, i.e., PPV (Pay Per View). However, in the 
case of title billing to effect billing during recording to 
enable viewing and listening after that time in a free 
fashion, it can be considered that the information to be 
50 recorded has not been scrambled. In such a case, illegal 
copy is possible to carry out. 

[0009] In also the second prior art, a copied one is 
quite the same wherein scrambling is on a premise. 
[0010] That is, in the both the prior arts, billing sys- 
55 tems have been proposed to digitally record and repro- 
duce digital broadcast to or from a digital VTR, etc., car- 
rying out billing. With these arts, it is possible to copy 
into a quite same tape form or the like. Also, billing is 
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possible on a viewing tinne basis. 
[0011] However, these arts could not be used in a 
service of title selling over, i.e., wherein a fee is paid 
upon recording a broadcast television signal and there- 
after the recorded signal is utilizable exclusive for repro- 
duction, such as in DVD or VIDEO-CD. Also, in these 
arts copy could not be innplemented because DVD or 
the like was impossible to copy. 

SUMMARY OF THE INVENTION 

[001 2] Therefore, it is a primary object of this invention 
to provide a novel digital recording/reproducing systenn. 
[0013] It is another object of this invention to provide 
a novel billing system in digital video recording. 
[0014] It is another object of this invention to provide 
a billing system which is capable of digitally recording a 
digital video image legally onto a rewritable-type record- 
ing device. 

[0015] It is another object of this invention to provide 
a billing system which is capable of effectively effects 
billing when duplicating a digital video image. 
[001 6] These objects are achieved by a digital record- 
ing system according to claim 1 , a digital reproducing 
system according to claim 5 and a method according to 
claim 8, respectively; the dependent claims concern fur- 
ther developments of the present invention . the contents 
key. If the two unique identification data (contents keys) 
are not coincident, reproduction is prohibited unless the 
user approves the billing. 

[0017] According to this invention, billing is effectively 
implemented when recording or reproducing from the 
digital data reproduced from a digital television broad- 
cast or digital recording medium, making possible legal 
copy of digital data. 

[0018] The above described objects and other ob- 
jects, features, aspects and advantages of the present 
invention will become more apparent from the following 

detailed description of the present invention when taken 
in conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] 

Figure 1 is a block diagram showing a digital televi- 
sion broadcast recording/reproducing system as 
one embodiment of this invention. 
Figure 2 is an illustrative view showing one example 
of an operation panel used in the Figure 1 embod- 
iment. 

Figures is an illustrative view showing one example 
of AS-MO used in the Figure 1 embodiment 
Figure 4 is a block diagram showing one example 
of an AS-MO drive in the Figure 1 embodiment. 
Figures is an illustrative view showing one example 
of an operation panel used in the Figure 4 embod- 
iment. 



Figure 6 is an illustrative view showing one example 
of a hierarchical program to control the operations 
of the CPU in the Figure 1 embodiment and the mi- 
cro-computer in the Figure 4 embodiment. 
5 Figure 7 is an illustrative view showing the keys 

used in the Figure 4 embodiment and their record- 
ing way. 

Figure 8 is a flowchart showing the operation in a 
case of recording a digital television broadcast pro- 
10 gram (title) in the Figure 1 and Figure 4 embodi- 
ments. 

Figure 9 is an illustrative view showing one example 
of an on-screen display notifying under title record- 
ing in the Figure 8 embodiment. 
15 Figure 1 0 is an illustrative view showing one exam- 
ple of displaying a billing condition, etc. on the 
screen in recording a title in the Figure 8 embodi- 
ment. 

Figure 11 is an illustrative view showing one exam- 

20 pie of an account table. 

Figure 12 is a flowchart showing the operation to 
copy a program (title) recorded on AS-MO in the 
Figure 1 and Figure 4 embodiments. 
Figure 13 is a flowchart showing the operation to 

25 produce a program (title) from a recorded AS-MO 
in the Figure 1 and Figure 3 embodiments. 
Figure 1 4 is a flowchart showing a copy disc repro- 
ducing subroutine in the Figure 13 embodiment. 
Figure 1 5 is a flowchart showing a descramble sub- 

30 routine in the Figure 13 embodiment. 

Figure 1 6 is an illustrative view showing one exam- 
ple displaying a billing condition, etc. on the screen 
where reproducing title in the Figure 15 embodi- 
ment. 

35 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0020] A digital television broadcast recording/repro- 
40 ducing system 10 of this embodiment includes, as 
shown in Figure 1 , a set top box (hereinafter referred to 
as "STB") 12 and a digital recording/reproducing appa- 
ratus 14, to communicate with record data and control 
signals between the STB 12 and the digital recording/ 
45 reproducing apparatus 14 through an interface 16. Inci- 
dentally, it should be noted beforehand that the digital 
television signals to which the invention is to be applied 
include those of broadcast not only from satellites, such 
as CS and BS, but also those through ground waves. 
50 [0021] When viewing a usual digital broadcast pro- 
gram, a radio wave of digital television signal is caught 
by an antenna 1 8. The digital television signal is wave- 
form-detected by a digital tuner 20. In demodulation/er- 
ror correction 22, the detected digital television signal is 
55 demodulated and subjected to required error correction, 
being outputted in a digital bit stream form. This digital 
bit stream is multiplexed, in packets with a certain given 
length, with video data, audio data, program information 
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and so on. A bit stream rate of approximately 29.1 6 Mb- 
ps is employed in this embodiment. The video data of 
one channel has a bit rate of approximately 6 Mbps, and 
audio data is in a bit rate of approximately 300 l<bps. 
Other program information is approximately in 2.56 Mb- 
ps. 

[0022] The bit stream packet is of a transport packet 
scheme, including 4 bytes of a header, 1 84 bytes of data 
and 16 bytes of error correction codes. The packet 
header includes information representative of what the 
data attribute is, i.e., what the audio, video or control 
signal data is, and a flag (scramble flag) representative 
of whether being scrambled or not. 
[0023] A stream selector 24 is to separate a header, 
video data and audio data from the data stream. The 
separated video and audio data is inputted to a de- 
scrambler 26. The descrambled video and audio data 
by the descrambler26 is sentthrough an MPEG system 
stream separation 28 to an MPEG decoder 30 where 
the video data and the audio data is reproduced into vid- 
eo and audio signals. 

[0024] Incidentally, the program information data con- 
tained in the data packet is sent from the stream selector 
24 through a bus 34 to a CPU 32. This program infor- 
mation is displayed as a menu screen on a display unit 
(not shown) by the CPU 32, whereby it is used for menu 
manipulation with an operation panel 36 as shown in 
Figure 2. 

[0025] The operation panel 36 is a remote control un it 
connected wiredly or wirelessly to the STB 12. The op- 
eration panel 36 includes a power switch 36a and a CS 
switch 36b. The CS switch 36b is used in setting to re- 
ceive a digital television broadcast through using CS. 
The operation panel 36 includes further a ten key 36c 
and up/down key 36b. These keys are used principally 
for channel selection. The operation panel 36 includes 
a cursor key 36e, a determine key 36f and a cancel key 
36g to purchase a pay-per-view (PPV) broadcast. 
[0026] The above program information is also input- 
ted as billing information from the CPU 32 to an IC card 
38. In a PPV broadcast, the user approves, on a menu 
screen, a pay for a program through using the operation 
panel 36. If an pay is approved, an approval signal is 
sent from the CPU 32 to a MODEM 40, which is further 
sent from the MODEM 40 through a telephone line 42 
to a center (not shown). The center, in turn, sends a de- 
scramble key back to the MODEM 40 via a telephone 
line 42. Thus, the scramble key is inputted to the IC card 
38 so that the IC card 38 can receive the descramble 
key. Consequently, the descramble key required for the 
descrambler 26 to descramble the data is sent from the 
IC card 38 to the descrambler 26 through the bus 34. 
[0027] Incidentally, the MODEM 40 and the telephone 
line 42 are communication means to communicate with 
billing information to and from the center (not shown). 
Here, the "center" means an entity to manage on billing 
for digital television broadcasts. The center issues a bill 
to a user in accordance with billing information sent from 



the STB 12, to asks for a pay. Meanwhile, although the 
IC card 38 is dismountably mounted on the STB 12, a 
memory built within the STB 1 2 may be used in place of 
the IC card 38. 

5 [0028] When digitally recording the video and audio 
data in the received digital television signal, the data re- 
quired is sent from the stream selector 24 via the bus 
34 and interface 1 6 to the digital recording/reproducing 
apparatus 14. Thus, in the digital recording/reproducing 

10 apparatus 1 4, recording is made forthe video and audio 
data that have not been descrambled by the descram- 
bler 26. 

[0029] To reproduce the television data recorded, the 
reproduced data that is inputted via the interface 16 to 

15 the STB 12 is inputted from the stream selector 24 to 
the descrambler 26. In this case, because scramble has 
to be released by the descrambler 26, the CPU 32 de- 
livers the descramble key to the descrambler 26 after a 
billing condition, etc. is set similarly to the PPV program 

20 case explained before and the user approves the billing. 
[0030] The digital recording/reproducing apparatus 
14 may utilize an arbitrary digital recording medium, 
such as a magnet-optical disc, DVD-RAM, hard disc and 
so on. However, a magnet-optical disc (hereinafter re- 

25 ferred to as "AS-MO disc") as an example is used for 
explaining hereinbelow. The AS-MO 44 has media iden- 
tifier (hereinafter abbreviated merely as "ID") assigned 
to part of data read/write areas in innermost and outer- 
most bands according to the AS-MO rating, as shown 

30 in Figure 3. Here, the "band" means a doughnut-formed 
data read/write area as obtained by radially dividing the 
disc into a plurality of number. Although this data read/ 
write area is used to optimize the disc capacity, it has 
no direct varying on the present invention. 

35 [0031] Referring to Figure 3, IDs are recorded at re- 
spective sites in an outer peripheral portion 46 and an 
inner peripheral portion 48 on the AS-MO disc 44. These 
IDs are recorded by physical MO film destruction into a 
fashion as if they were in a form alike CD (Compact Disc) 

40 pits. Consequently, these IDs cannot be altered. On the 
other hand, AS-MO disc 44 is formed, on its disc sur- 
face, with a spiral groove called groove for representing 
a physical on-disc position, whereby address informa- 
tion is provided on the groove inner wall. This address 

45 information is also not alterable. It should be noted that 
although in this embodiment the IDs are provided by de- 
stroying the MO film over the AS-MO disc 44, these IDs 
can be given to a particular area by using the groove in 
a similar manner to the address information. 

50 [0032] Incidentally, the ID is configured by a number 
or symbol uniquetoamedia (medium), which is natively 
assigned to each disc in order to enable discriminate, 
one by one, a disc during manufacture process. Al- 
though no concrete method for ID assignment is de- 

55 scribed in the above-stated AS-MO rating, this embod- 
iment employs 32 bits of a natural-binary number. It can 
be considered to practically give an ID "manufacturer's 
no. + manufactured year/month/day + serial no. on a 



4 



7 



EP 0 954 173 B1 



8 



day" in consideration of security and manufacture site, 
etc. 

[0033] The AS-MO disc 44 sliown in Figure 3 is used 
on an AS-MO drive 50 shown in Figure 4. The AS-MO 
drive 50 is one example of the digital recording/repro- 
ducing apparatus 1 4 shown in Figure 1 . The AS-MO disc 
44 is rotated through a spindle motor 52 wherein rota- 
tional control is effected by a servo circuit 54. Data 
record is magnet-optically recorded with a laser caused 
by a magnetic head 56 and optical head 58, The mag- 
netic head 56 is controlled by a magnetic head control 
60, while the optical head 58 is controlled by an RF am- 
plifier/laser power control 62. 

[0034] The data recorded on the AS-MO disc 44 is re- 
produced by the optical head 58 and the RF amplifier/ 
laser output control 62. The RF amplifier/laser output 
control 62 has an RF signal which is supplied to a PLL 
(Phase Locked Loop) 64 through a low-pass filter (not 
shown). The PLL 64 generates a clock based on the RF 
signal. The data to be recorded is supplied via from the 
interface 16 (Figure 1) to an interface 66. The record 
data is given an error correction code by an EGG (Error 
Correction Circuit)/ EDC (Error Detection Circuit) 68. 
The record data is further modulated by a MODEM 70 
and supplied to the magnetic head control 60. The data 
reproduced from the AS-MO disc 44 is demodulated by 
the MODEM 70 and error-corrected by the EGG/EDG 
68, being supplied via the interface 66 to a host (STB1 2 
in this embodiment). 

[0035] Incidentally, a DRAM 69 is used as a working 

memory for the ECC/EDC 68. 

[0036] In recording/reproducing the data, address in- 
formation as explained before is used to specify a posi- 
tion on the AS-MO disc 44. The address information, 
previously recorded on this disc 44, is given through the 
optical head 58 and RF amplifier/laser power control 62 
to an address decoder 72. Note that address manage- 
ment will be described later. Meanwhile, the disc ID used 
in the embodiment is extracted, by an ID extraction 74, 
from an RF signal supplied to the RF amplifier/laser out- 
put control 62. The address data and ID is sent to the 
micro-computer 76 so that the magnetic head 56 and 
the optical head 58 are controlled in position on the disc 
44. Note that in Figure 4 are omitted connection lines 
between the micro-computer 76 and the controlled cir- 
cuit portions for the sake of avoiding troublesomeness. 
That is, in this AS-MO drive 50 the micro-computer 76 
performs control on various portions and acts for 
firmware including interface protocol, security software 
and so on. 

[0037] The micro-computer 76 is connected with an 
operation panel 77 through using with or without a wire 
so that control signal or control data is inputted from the 
operation panel 77 to the micro-computer 76. 
[0038] As shown in Figure 5, the operation panel 77 
includes a power switch 77a, and further a record switch 
77b and reproduce switch 77c to instruct record onto or 
reproduce from the AS-MO disc 44. A cursor key 77d, 



a determine key 77e and a cancel key 77f are used for 
approving on or rejecting against a billing condition for 
recording and reproducing. If the user desires disc copy, 
a copy key 77g on the operation panel 77 may be oper- 
5 ated. 

[0039] Figure 6 shows a hierarchical structure of soft- 
ware to be executed by the micro-computer 76 of the 
AS-MO drive 50 as well as the GPU 32 of the host (STB 
12) in this embodiment. The AS-MO drive 50 has, on a 

10 circuit control program 78, a physical address manage- 
ment/defect control program 80 to manage the address- 
es given to the groove of the disc 44. The defect control 
program 80 is in close relation to a logical-physical ad- 
dress conversion program 82. If the disc has no defects, 

15 the conversion in address from logical to physical is sim- 
ple. However, if a certain physical address data area is 
destroyed due to defects, the data-destroyed area is re- 
placed by another area by the defect control program 
80. The logical address management program 84 man- 

20 ages on data logical addresses. 

[0040] A security system program 86 is software to 
realize an encryption system using the ID of this embod- 
iment; which encrypt/decrypt data from the ID extracted 
by the ID extract 74 (Figure 4). Encryption and decryp- 
ts tion commands are communicated between the drive 
and the host (STB 12) according to interface protocol 
programs 88 and 90. The encryption scheme is struc- 
turally invisible from the host. Such encryption/decryp- 
tion is described later. 

30 [0041 ] A file system 92 of the drive 50 in this embod- 
iment is provided with an UDF (Universal Disc Format). 
This file system 92 enables communication file by file to 
and from the host. The host (STB 1 2) has an application 
system program 94 that is software to record/produce 

35 with digital broadcast reception signals in the Figure 1 
embodiment, as described later. 
[0042] Incidentally, the interface protocols 88 and 90 
may be an interface, such as SGSI and ATAPI, that is 
generally used for personal computers or CD-ROMs. 

40 However, this embodiment employs an exclusive inter- 
face. Note that the interface per se is not especially im- 
portant. 

[0043] Figure 7 shows an encryption/decryption tech- 
nique as an embodiment to be executed by the security 

45 program 86 (Figure 6). The ID 96 recorded unalterable 
and uniquely to the AS-MO disc 44 adopted a 32-bit nat- 
ural binary number, as stated before. Using the ID 96 
and the 32-bit common key 98, a key unique to each 
AS-MO disc, or disc key, 1 00 is created. The method for 

50 creating a disc key 100 includes a complicated tech- 
nique. This embodiment, however, creates a disc key 
1 00 by subjecting the ID 96 and the common key 98 to 
exclusive-ORing. 

[0044] The created 32 -bit disc key 100 is sent from 
55 the micro-computer 76 (Figure 4) to the MODEM 70 and 
stored in a security infonnation recording site of the 
AS-MO disc 44, similarly to the record data. This disc 
key 100, although may be stored through encryption in 
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consideration of security, in tliis embodiment is recorded 
as it is. The security information recording area is a site 
impossible to recognize as a file system 92 (Figure 6), 
which is recorded close to the site recorded with the ID 
in the inner peripheral portion 46 and/or the outer pe- 
ripheral portion 48 ofthe AS- MO disc 44 shown in Figure 
3. 

[0045] The application infomnation to be recorded in 
the AS-MO disc 44, in the Figure 1 embodiment, is a 

digital broadcast program bit stream. The application in- 
formation 1 02 has already been scrambled as described 
before. There exists a descramble key or application key 
1 04 (Figure 7) to be offered to the descrambler 26 (Fig- 
ure 1 ) for releasing such scramble. The descramble key 
or application key 104 uses a 32-bit fixed key, although 
it controls the descrambler 26 and billing-information 
managing IC card 38. 

[0046] As shown in Figure 7, a contents key 106 is 
created through an appropriate arithmetic operation, 
etc. based on this application key 104 and the above- 
mentioned disc key 1 00. There are various techniques 
for creating a contents key 1 06, as in the disc key 1 00. 
In this embodiment, however, that key was created by 
exclusive-ORing the disc key 100 and the application 
key 1 04. 

[0047] When recording the digital video/audio data of 
the digital television broadcast received by the STB 12 
into the AS-MO disc 44, the contents key 1 06 is replaced 
by an application key 1 04 and recorded together with 
scrambled data 102. At this time, the scrambled data 
1 02 is further scrambled with the contents key 1 06, and 
recorded with the contents key 1 06 encrypted. 
[0048] Where reproducing video/audio data from the 
AS-MO disc 44, the micro-computer 76 first reads an ID 
96 from the ID extraction 74, and creates disc key 1 00 
from the ID 96 and common key 98 according to the se- 
curity program 86 (Figure 6). The micro-computer 76 
then performs inverse arithmetic operation (exclu- 
sive-ORing in this embodiment) for a disc key 1 00 from 
the contents key 1 06 reproduced from the disc 44, there- 
by creating an application key 104. This application key 
1 04 is sent from the micro-computer 76 via the interfac- 
es 66 and 16 to the CPU 32 of the STB 12. In the STB 
12, the descrambler 26 can release the scramble from 
the reproducing scramble data 1 02 by means of the ap- 
plication key 1 04 delivered from the CPU 32. 
[0049] If recorded file (including the contents key 1 06 
and the scramble data 1 02) is copied to another AS-MO 
disc, the disc key 1 00 to be created by the above proc- 
ess is different from a disc key of the original disc. It is 
natural that the application key created from a contents 
key with a different disc key cannot successfully release 
the scramble data. Due to this, it is possible to protect 
a copyright against copying a digital record of a digital 
television broadcast. 

[0050] Now, explanation is made on the overall oper- 
ation including the STB 1 2 and AS-MO drive 50 with ref- 
erence to Figure 8, wherein a program (title) of a digital 



television broadcast is recorded into the AS-MO disc 44 
according to an application system program 94 shown 
in Figure 6. 

[0051] It is assumed that, prior to recording, in the 

5 STB 1 2 a title of a digital television broadcast signal has 
been selected based on a program guide in accordance 
with menu operation on the operation panel 36 by the 
user. In this state, if the user desires digital record to the 
AS-MO disc 44, the user may operate the record key 

10 on the operation panel 77 (Figure 5). The operation 
signal on the record key 77b is inputted to the micro- 
computer 76 of the AS-MO drive 50. The micro-compu- 
ter 76 sends a record key operation signal to the CPU 
32 of the STB 12 through the interface 16. 

^5 [0052] Then micro-computer 76 determines in step 
SI whether the record at that time is a copy from the 
disc or not. That is, it is determined whether the user 
operated copy key 77g on the operation panel 77 or not. 
If the copy key 77g was operated, i.e., if a disc copy was 

20 selected, the process enters to a copy mode in step S2. 
This step S2 is further detailed in Figure 12. 
[0053] If not a copy, that is, if it is a new record of a 
title being received through the STB 1 2, the CPU 32 re- 
sponds to the record key operation signal inputted from 

25 the micro-computer 76, and sends a scramble key or 
application key 104 (Figure 7) to release the scramble 
of the title to the micro-computer 76 in the AS-MO drive 
50. Meanwhile, the micro-computer 76 is inputted with 
an ID unique to an AS-MO disc being mounted at that 

50 time, from the ID extraction 74 of the AS-MO drive 50. 
The micro-computer 76, in turn, creates first a disc key 
100 in step S3 according to the method explained be- 
fore, and then a contents key 106 on the basis of the 
disc key 1 00 and the application key 1 04. 

35 [0054] The contents key 106 created in the step S3 
and the scramble data (including a header, data and 
control signal) sent from the stream selector 24 (Figure 
1 ) are sent to the MODEM 70 (43) via the ECC/EDC 68, 
thereby effecting a record mode in step S4. Accordingly, 

40 the title scramble data 1 02 and the contents key 1 06 are 
recorded as a file system 92 (Figure 5) on the AS-MO 
disc 44. Concurrently therewith, on-screen display, such 
as "in recording title is effected on a television mon- 
itor (not shown) connected to the STB 1 2 to thereby no- 

45 tify the user of under recording, as shown in Figure 9. 
[0055] In the next step S5, the CPU 32 ofthe STB 12 
determines whether the title currently under recording 
is free of charge to record or not. That is, the CPU 32 
determines whether the title recording requires pay or 

50 no pay, according to the program information received 
from the stream selector 24. If pay is required, a billing 
confirmation message shown in Figure 10(A) or Figure 
10(B) is displayed on the screen. The billing confirma- 
tion of Figure 1 0(A) is to display where billing is per title, 

55 while the billing confimnation message in Figure 10(B) 
is to display when billing is on a time basis. According 
to this billing confirmation message, the user operates 
the cursor key 77d of the operation panel 77 to move a 
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cursor onto "YES" or "NO" displayed on the screen and 
then nnanipulates the determine key 77e or cancel key 
77f thus approving or refusing the billing. 
[0056] If the user refuses the billing, a process is per- 
fornned to prohibit recording thereby displaying on the 
screen a message of prohibiting recording. 
[0057] If recording requires pay and the user accept- 
ed the billing, the CPU 32 in step S6a calculates a fee 
(¥ xxxx) according to the billing condition (billing for each 
title or on a time basis) displayed before. However, if- 
recording of the title requires pay, the CPU 32 in step 
S6b sets a fee "¥ 0". 

[0058] Based on the fee calculated in the step S6a or 
S6b, the CPU 32 in step S7 creates an account table as 
shown in Figure 1 1 . The account table includes PPVMT 
(Pay Per View Management Table). This PPVMT has 
descriptors for each title. Each descriptor includes a da- 
ta pointer and PPVMI (Pay Per View Management In- 
formation). The PPVMI includes conditions of "Allowa- 
ble Copy Count", "Copy Service Valuable Period", "Bill- 
ing Condition (Pay Mode)" and "Scrambled or Not". This 
account table is recorded into the IC card 38 through the 
bus 36 (Figure 1 ). The accounttable recorded within the 
IC card 38 is transmitted, as required, to the center (not 
shown) via the MODEM 40 and telephone line 42. 
[0059] Finally, the CPU 32 in step S8 writes into the 
IC card 38 the contents key created in the step S3 and 
recorded to the AS-MO disc 44 in the step S4. 
[0060] Incidentally, if a disc copy is determined in step 
S2 of Figure 8, that is, if the user operated the copy key 
77g shown in Figure 5, the process proceeds to a routine 
of Figure 1 2. In this case, the AS-MO drive 50 is mount- 
ed with a recorded AS-MO as a disc to be copied. Then 
another STB and AS-MO drive is prepared and two STB 
buses 34 (Figure 1 ) are connected, enabling data com- 
munication between them. 

[0061] If a disc with a record or disc to be copied is 
put on the AS-MO drive 50, then the CPU 32 reads out 
an account table that the CPU 32 previously recorded 
in the IC card 38, according to an instruction from the 
micro-computer 76. Because, copy of a title is not al- 
lowed if the copy count in the account table is "0" or the 
valuable period has elapsed, the micro-computer 76 
makes reference to such data and first determines in 
step S11 whether the disc is possible to copy or not. If 
copy is prohibited, in step SI 2 a copy prohibiting proc- 
ess is performed to display a message, e.g., "This title 
is prohibited from copying.", on the display unit. 
[0062] If copy is allowed, a new AS-MO disc is put on 
another AS-MO drive 50. In step SI 3 the micro-compu- 
ter 76 of the other AS-MO drive updates the contents 
key 106 (Figure 7) according to an ID of the new AS-MO 
disc to be copied to. As was explained before, the con- 
tents key 1 06 is created based on a disc key 1 00 created 
from the disc ID and common key and a scramble or 
application key 104. Accordingly, if the AS-MO disc is 
replaced by a new one, the contents key 106 requires 
to be altered in accordance with a new disc ID. This is 



because the contents key 1 06 is to utilize for releasing 
the scramble data that is recorded on the disc. 
[0063] Thereafter the CPU 32 of the STB 12 in step 
SI 4 updates the account table created in the former 
5 step S7 and recorded within the IC card 38. That is, in 
this step SI 4 "Copy Count" of the account table is up- 
dated. 

[0064] A record mode is effeced in step SI 5 by the 
AS-MO drive mounted with the new AS-MO disc based 

10 on the contents key 106 updated in the step SI 3 and 
the scramble data sent from the stream selector 24 (Fig- 
ure 1). 

[0065] In the next step SI 6, the CPU 32 of the STB 
12 determines whether the title being currently recorded 

15 is free of charge to record or not. If not free of charge, 
the CPU 32 in step SI 7a calculates a fee (¥ xxxx) ac- 
cording to the billing condition (billing for each title or on 
a time basis) displayed before. However, if recording the 
title is free of charge, the CPU 32 sets in step SI 7b a 

20 fee "¥ 0". The account table (Figure 1 1 ) is updated with 
the fee thus determined. That is, the accounttable in the 
IC card 38 is updated and the updated account table is 
transmitted to the center (not shown) via the telephone 
line 42. 

25 [0066] Finally the CPU 32 in step SI 8 writes the con- 
tents key updated in thefonnerstep SI 3 into the ICcard 
38. 

[0067] To reproduce digital video/audio data from the 
AS-MO disc recorded or copied as above, the user may 

30 put the recorded disc on the AS-MO drive 50 shown in 
Figure 4, and selects a program (title) to be reproduced 
with using the operation panel 77. Title selection data is 
sent from the operation panel 77 to the micro-computer 
76. In step S21 the micro-computer 76 determines 

35 whether the title selected by the user is recorded with 
scramble or not. This determination is carried out by re- 
ferring to the header information (condition) recorded on 
the disc, as explained before. If the objective title is not 
scrambled, reproduction may be made as it is (step 

40 S22). 

[0068] If the objective title is scrambled, the micro- 
computer 76 in the next step S23 creates a first contents 
key in a method similar to that explained before, based 
on an ID unique to the AS-MO disc being placed on at 

45 that time. In the next step S24, the micro-computer 76 
extracts a contents key (second contents key) for the 
objective title from the reproduced data. 
[0069] The micro-computer 76 in step S25 deter- 
mines whether the first and second contents keys thus 

50 obtained are in coincident with or not. The coincidence 
between the two contents keys represents that the 
AS-MO disc has directly recorded with a digital televi- 
sion signal. In this case, the process advances to a de- 
scramble routine of step S26. If not coincident, it is 

55 meant that the AS-MO disc is a copied disc. In this case, 
the process proceeds to a copied disc reproducing rou- 
tine starting from step S30. 

[0070] In step S30 the micro-computer 76 makes ref- 
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erence to the account table mentioned before, and de- 
ternnines whether an objective title at this time is allowed 
to copy or not. If "NO" is determined in this step S30, a 
copy prohibiting process is executed by displaying a 
message, e.g., "objective title copy prohibited", on the 
screen. 

[0071] If "YES" is determined in the step S30, the mi- 
cro-computer 76 in the next step S31 determines wheth- 
er the selected title is free of charge to record or not, 
based on the information given from the CPU 32 of the 
STB 12. If pay is required, billing information is notified 
to the user in order to get an acceptance for the billing. 
Then the micro-computer 76 calculates in step S32a a 
fee (¥ xxxx) according to the billing condition (billing for 
each title on a time basis) displayed before, However, if 
reproducing the title is free of charge, CPU 32 sets in 
step S32b afee "¥ 0". With this billing condition, the ac- 
count table in the IC card 32 or center (not shown) is 
updated. 

[0072] The micro-computer 76 extracts, in the suc- 
ceeding step S33, an application key 1 04 (Figure 7) for 
the objective title contained in the reproduced data and, 
in step S34, updates the contents key 1 06 (Figure 7) for 
the objective title based on the application key and the 
ID unique to the disc, or disc key. In this manner, repro- 
duction from a copied disc is made possible. The micro- 
computer 76 then sends this contents key via the inter- 
face 16 to the CPU 32 of the STB 12. The CPU 32 
records the acquired contents key into the IC card 38 
(step S35). Thereafter the process advances to a de- 
scrambe routine shown in step S36. 
[0073] In the first step S41 of the descramble routine 
shown in Figure 15, the micro-computer 76 extracts an 
application key 1 04 (Figure 7) contained in the objective 
title data of the reproduced data. Then the micro-com- 
puter 76 sends this application key via the interface 1 6 
to the CPU 32 of the STB 12. The CPU 32 delivers the 
acquired application key to the descrambler 26. Accord- 
ingly, in step 842 the objective title is subjected to de- 
scrambling by the descrambler 26, thus effecting a re- 
production mode in step S43. That is, at this time point 
the objective title is reproduced onto the display unit (not 
shown) so that the user can look and listen to video im- 
age/audio sound. 

[0074] In the next step S44 the CPU 32 of the STB 1 2 
detemriines whether the title being currently reproduced 
requires pay or not. If pay is required, the CPU 32 in 
step S35a calculates a fee (¥ xxxx) according to the bill- 
ing condition (billing per title or on a time basis) dis- 
played before. That is, the CPU 32 determines the title 
reproduction requires pay or no pay, according to the 
program infomiation received from the stream selector 
24. If pay is required, a billing confirmation message 
shown in Figure 16(A) or Figure 16(B) is displayed on 
the display unit (not shown) screen. The billing confir- 
mation message of Figure 16(A) is displayed where the 
billing is per title, while the billing message of Figure 1 6 
(B) is displayed when the billing is per a given time. The 



user operates the cursor key 77d of the operation panel 
77 in accordance with this billing confirmation message 
to move a cursor onto "YES" or "NO" displayed on the 
screen, and then operates the determine key 77e or 

5 cancel key 77f to approve or refuse the billing. 

[0075] However, if the title reproduction is free of 
charge, the CPU 32 sets in step S35 a fee "¥0". 
[0076] This billing information is recorded into the IC 
card 38 by the CPU 32, and sent from the MODEM 40 

10 via the telephone line 42 to the center (not shown). 
[0077] In the above embodiment, vanous billing meth- 
ods may be contemplated as follows. 
[0078] In the case that information requires pay, if pay 
is per title and copying is free of charge, information rep- 

15 resentative of being scrambled related to the informa- 
tion is given one in number for a title with adding infor- 
mation of free of charge to copy. 
[0079] In the case that information requires pay, if pay 
is per title and copying requires pay, information repre- 

20 sentative of being scrambled related to the information 
is given one in numberfor a title with adding information 
of requiring pay. 

[0080] In the case that information requires pay, if pay 
is per title and copy is prohibited, information represent- 
25 ative of being scrambled related to the information is giv- 
en one in number for a title with adding information of 

prohibiting copy. 

[0081] In the case that information requires pay, if pay 
is per a given time/quantity and copying is free of 
30 charge, information representative of being scrambled 
related to the information is given one in numberfor a 
given unit with adding information of free of charge to 
copy. 

[0082] In the case that information requires pay, if pay 

35 is per a given time/quantity and copy is prohibited, in- 
formation representative of being scrambled related to 
the information is given one in number with adding in- 
formation of prohibiting copy. The one is provided forthe 
title with adding information of requiring pay to copy. 

40 [0083] In the case that information requires pay, if pay 
is per a given time/quantity and copy is prohibited, in- 
formation representative of being scrambled related to 
the information is given one in number wrth adding in- 
formation of prohibiting copy. 

45 [0084] In accordance with such various cases, an ac- 
count table as shown in Figure 1 1 is created and record- 
ed into the IC card 38 (Figure 1), the record data of which 
is sent as billing information to the center (not shown) 
wheneverthe data within the IC card 38 becomes full or 

50 at a constant interval. The user may pay a fee therefor. 
[0085] However, where viewing with a copied disc, it 
is understood that reproduction is impossible because 
of the ID check. To this end, a subscription contract for 
copied disc is made through a menu or the like. This is 

55 feasible by altering the contents key, as shown in the 
step S34 of Figure 14. 

[0086] With such a method, media for digital copy are 
provided without interference with the Copyright Law. 
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The broadcaster can provide programs not only via 
broadcast but also through media. A system can be of- 
fered wherein billing can be implemented and the user, 
if paying a due fee, is allowed to view a program even 

if once missed. 

[0087] Furthermore, in the above embodiment the 
digital data output apparatus was a receiver (STB 12) 
to receive digital television broadcast signals. Alterna- 
tively, it is possible to consider to employ, as a digital 
data output apparatus, an arbitrary one of apparatuses, 
such as an AS-MO drive or DVD player, to output scram- 
bled digital data from a digital recording medium. 



Claims 

1 . A digital recording system (14) having a digital data 
output apparatus to output scrambled video and/or 
audio digital data (102) and a digital recording ap- 
paratus (50) to record the video and/or audio digital 
data (102) to a digital recording medium (44), 
wherein said digital recording medium (44) includes 
previously recorded unique indentification data 
(96), said digital recording system (14) comprising: 

a reading means (58) for reading the unique 
identification data (96) out of said data record- 
ing medium (44); 

a contents key creating means for creating a 
contents key (106) based on the unique identi- 
fication data (96) and a descramble key (104); 
a recording means for recording the scrambled 
digital data (1 02) and the contents key (1 06) to 
said digital recording medium (44); 
a first approval getting means for getting an ap- 
proval from a user on a billing for digital record- 
ing; 

an account table creating means for creating 
an account table depending upon an approval 
of the billing by the user; and 
a register means for registering the account ta- 
ble. 

2. A digital recording system (14) according to claim 
1 , further comprising an account table transmitting 
means for transmitting the account table to a billing 
control center. 

3. A digital recording system (14) according to claim 1 
or 2, wherein said first approval getting means in- 
cludes a condition notifying means for notifying the 
user a billing condition, and a input means for input- 
ting whetherthe user approves the billing according 
to the billing condition or not. 

4. A digital recording system (14) according to any of 
claims 1 to 3, further comprising a descramble key 
providing means for providing the descramble key 



(104) depending upon an approval of the billing by 
the user. 

5. A digital reproducing system (14) for reproducing 
5 scrambled video and/or audio digital data (1 02) out 

of a digital recording medium (44), wherein said dig- 
ital recording medium (44) includes previously re- 
corded unique identification data (96) and a previ- 
ously recorded contents key (106), said digital re- 
10 producing system (14) comprising: 

a reading means (58) for reading the unique 
identification data (96) out of said data record- 
ing medium (44); 
15 a first contents key creating means for creating 

a first contents key based on the unique iden- 
tification data (96); 

an extracting means for extracting the recorded 
contents key (106); 
20 a determining means for determining whether 

there is coincidence or not between the first 
contents key and the recorded contents key 
(106); and 

an allowing meansfor allowing to reproduce the 
25 video and/or audio digital data when a coinci- 

dence is determined by said determining 

means. 

6. A digital reproducing system (1 4) according to claim 
30 5, further comprising a second approval getting 

means for getting an approval of the billing by the 
user for reproducing the video and/or audio con- 
tents digital data and if coincidence is determined 
by said determining means, and first contents key 
35 altering means for altering the first contents key de- 
pending upon the billing approval by the user. 

7. A digital reproducing system (1 4) according to claim 
6, wherein said first contents key altering means in- 

40 eludes acontents key acquiring means for acquiring 
another contents key depending upon the billing ap- 
proval by the user to alter the first contents key 
based on the other contents key. 

45 8. A method for reproducing video and/or audio digital 
data from a digital recording medium (44) wherein 
scrambled video and/or audio digital data and con- 
tents key (106) are recorded on said digital record- 
ing medium (44) having unique identification data 
50 (96) previously recorded, said video and/or audio 
digital data reproducing method, comprising: 

(a) reading the unique identification data (96) 
out of said data recording medium (44); 
55 (b) creating a first contents key based on the 

unique identification data (96); 
(c) extracting the previously recorded contents 
key (106); 



50 



20 



25 



9 



17 



EP 0 954 173 B1 



18 



(d) determining wfiether the first contents key 
and the recorded contents key (106) are coin- 
cident or not; and 

(e) allowing to reproduce the video and/or audio 
digital data when coincidence is deternnined. 5 



Patentanspriiche 

1 . Digitales Aufnahmesystenn (1 4) mit einem digitalen io 
Datenausgabegerat, unn verschliisselte digitale Vi- 
deo- und/oder Audiodaten (102) auszugeben, und 
einem digitalen Aufzeichnungsgerat (50), um die di- 
gitalen Video- und/oder Audiodaten (1 02) auf einem 
digitalen Aufzeichnungsmedium (44) aufzuzeich- 15 
nen, wobei das digitale Aufzeichnungsmedium (44) 
vorher aufgezeichnete eindeutige Identifikations- 
daten (96) enthalt, wobei das digitale Aufzeich- 
nungssystem (14) aufweist: 

20 

ein Lesemittel (58) zum Auslesen der eindeuti- 
gen Identifikationsdaten (96) von dem Daten- 
aufzeichnungsmedium (44); 
ein Inhaltsschlusselerzeugungsmittel zum Er- 
zeugen eines Inhaltsschlussels (106), basie- 25 
rend auf den eindeutigen Identifikationsdaten 
(96) von einem Dechiffrierschlussel (104); 
ein Aufzeichnungsmittel zum Aufzeichnen der 
verschlusselten digitalen Daten (102) und des 
Inhaltsschlussels (106) auf dem digitalen Auf- 30 
zeichnungsmedium (44); 
ein erstes Bewilligungsmittel zum Eriangen ei- 
ner Einwilligung von einem Benutzer fur eine 
Berechnung fur digitales Aufzeichnen; 
ein Berechnungstabellenerzeugungsmittel 35 
zum Erzeugen einer Berechnungstabelle in Ab- 
hangigkeit von der Berechnungszustimmung 
durch den Benutzer; und 
ein Registermittel zum Registrieren der Be- 
rechnungstabelle. 40 

2. Digitales Aufzeichnungssystem (14) nach An- 

spruch 1 , 

das weiterhin ein Berechnungstabellenubertra- 
gungsmittel zum Ubertragen der Berechnungsta- ^5 
belle an ein Rechnungskontrollzentrum enthalt. 

3. Digitales Aufzeichnungssystem (14) nach An- 
spruch 1 Oder 2, 

bei dem das erste Zustimmungsmittel ein Bedin- so 
gungsbenachrichtigungsmittel zum Benachrichti- 
gen des Benutzers uber die Rechnungsbedingun- 
gen und ein Eingabemittel zum Eingeben, ob der 
Benutzer der Rechnung nach der Rechnungsbedin- 
gung zustimmt oder nicht, enthalt. 55 

4. Digitales Aufzeichnungssystem (14) nach einem 
der Anspriiche 1 bis 3, 



das weiterhin ein Dechiffrierschlussel-Bereitstel- 
lungsmittel zum Bereitstellen des Dechiffrierschliis- 
sels (104) in Abhangigkeit von einer Zustimmung 
zu der Rechnung durch den Benutzer aufweist. 

5. Digitales Wiedergabesystem (14) zum Wiederge- 
ben verschlusselter digitaler Videound/oder Au- 
diodaten (1 02) von einem digitalen Aufzeichnungs- 
medium (44), wobei das digitale Aufzeichnungsme- 
dium (44) vorher aufgezeichnete eindeutige Identi- 
fikationsdaten (96) und einen vorher auf gezeichne- 
ten Inhaltsschlussel (1 06) enthalt, wobei das digita- 
le Wiedergabesystem (1 4) aufweist: 

ein Lesemittel (58) zum Auslesen der eindeuti- 
gen Identifikationsdaten (96) von dem Daten- 
aufzeichnungsmedium (44); 
ein erstes Inhaltsschlusselerzeugungsmittel 
zum Erzeugen eines ersten Inhaltsschlussels 
aufgrund der eindeutigen Identifikationsdaten 
(96), 

ein Extraktionsmittel zum Extrahieren des auf- 
gezeichneten Inhaltsschlussels (106); 
ein Bestimmungsmittel zum Bestimmen, ob 
Ubereinstimmung zwischen dem ersten In- 
haltsschlussel und dem aufgezeichneten In- 
haltsschlussel (106) besteht oder nicht; 
ein Eriaubnismittel zum Eriauben der Wieder- 
gabe der digitalen Video- und/oder Audiodaten, 
wenn Ubereinstimmung durch die Bestim- 
mungsmittel festgestellt wird. 

6. Digitales Wiedergabesystem (1 4) nach Anspruch 5, 
das weiterhin ein zweites Zustimmungsmittel zum 
Einholen einer Zustimmung der Berechnung durch 
den Benutzer zum Wiedergeben des Inhaltes der 
digitalen Video- und/oder Audiodaten, wenn Uber- 
einstimmung durch die Bestimmungsmittel festge- 
stellt wird, und ein erstes Inhaltsschlusselverande- 
rungsmittel zum Verandern des ersten Inhalts- 
schlussels in Abhangigkeit von der Berechnungs- 
zustimmung durch den Benutzer, aufweist. 

7. Digitales Wiedergabesystem (1 4) nach Anspruch 6, 
wobei das erste Inhaltsschlusselabanderungsmittel 
Inhaltsschlusselenverbemittel zum Erwerben eines 
anderen Inhaltsschlussels in Abhangigkeit von der 
Berechnungszustimmung durch den Benutzer ent- 
halt, um den ersten Inhaltsschlussel basierend auf 
den anderen Inhaltsschlussein zu verandern. 

8. Verfahren zum Wiedergeben von digitalen Video- 
und/oder Audiodaten von einem digitalen Aufzeich- 
nungsmedium (44), wobei verschliisselte digitale 
Video- und/oder Audiodaten und ein Inhaltsschlus- 
sel (1 06) auf diesem digitalen Aufzeichnungsmedi- 
um (44) mit voraufgezeichneten eindeutigen Iden- 
tifikationsdaten (96) aufgezeichnet werden, wobei 
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das Verfahren zur Wiedergabe von digitalen Video- 
und/oder Audiodaten aufweist: 

a) das Lesen dereindeutigen Identifikationsda- 
ten (96) von dem Datenaufzeichnungsmedium 

(44); 

b) das Erzeugen eines ersten Inhaltsschlussels 
basierend auf den eindeutigen Identifikations- 
daten (96); 

c) das Extrahieren des vorher aufgezeichneten 
Inhaltsschlussels (106); 

d) das Bestimmen, ob der erste Inhaltsschlus- 
sel und der aufgezeichnete Inhaltsschlussel 
(106) ubereinstimmen odernicht; und 

e) das Eriauben der Wiedergabe der digitalen 
Video- und/oder Audiodaten, wenn Uberein- 
stimmung festgestellt wird. 



Revendications 

1 . Un systeme nunnerique d'enregistrement (1 4) ayant 
un appareil numerique de sortie de donnees pour 
produire des donnees numeriques video et/ou 
audio brouillees (102) et un appareil nunnerique 
d'enregistrement (50) pour enregistrer les donnees 
numeriques video et/ou audio (1 02) sur un support 
numerique d'enregistrement (44), dans lequel ledit 
support numerique d'enregistrement (44) comporte 
des donnees d'identification unique enregistrees au 
prealable (96), ledit systeme numerique d'enregis- 
trement (14) comportant : 

un moyen de lecture (58) pour lire les donnees 
d'identification unique (96) a partir dudit sup- 
port d'enregistrement de donnees (44) ; 
Un moyen de creation de cle de contenu pour 
la creation d'une cle de contenu (1 06) en se ba- 
sant sur les donnees d'identification unique 
(96) et sur une cle de desembrouillage (1 04) ; 
un moyen d'enregistrement pour enregistrer 
les donnees numeriques brouillees (102) et la 
cle de contenu (1 06) dans ledit support nume- 
rique d'enregistrement (44) ; 
un moyen d'obtention d'un premier agrement 
pour avoir un agrement de la part d'un utilisa- 
teura propos d'unefactu ration pourenregistre- 
ment numerique ; 

un moyen de creation d'une table de compte 
pour creer une table de compte en fonction de 
I'agrement de la facturation de la part de 
I'utilisateur ; et 

un moyen d'enregistrement pour enregistrer la 
table de compte. 

2. Un systeme numerique d'enregistrement (14) selon 
la revendication 1, comportant en outre un moyen 
de transmission d'une table de compte pour trans- 



mettre la table de compte a un centre de controle 
des facturations. 

3. Un systeme numerique d'enregistrement (1 4) selon 
5 la revendication 1 ou 2, dans lequel ledit moyen 

d'obtention d'un premier agrement comporte un 
moyen de notification de condition pour aviser I'uti- 
lisateur de la condition de facturation, et un moyen 
d'entree pour indiquer si I'utilisateur approuve la 
10 facturation selon la condition de facturation ou non. 

4. Un systeme numerique d'enregistrement (1 4) selon 

I'une quelconque des revendications 1 a 3, compor- 
tant en outre un moyen de fourniture de cle de de- 
15 sembrouillage pour fournir la cle de desembrouilla- 
ge (1 04) en fonction d'une approbation de la factu- 
ration de la part de I'utilisateur. 

5. Un systeme numerique de reproduction (14) pour 
20 reproduire des donnees numeriques video et/ou 

audio brouillees (102) a partir d'un support numeri- 
que d'enregistrement (44), dans lequel ledit support 
numerique d'enregistrement (44) comporte des 
donnees d'identification unique enregistrees au 
25 prealable (96) et une cle de contenu enregistree au 
prealable (1 06), ledit systeme numerique de repro- 
duction (14) comportant : 

un moyen de lecture (58) pour lire les donnees 
30 d'identification unique (96) a partir dudit sup- 

port d'enregistrement de donnees (44) ; 
un moyen de creation d'une premiere cle de 
contenu pour creer une premiere cle de conte- 
nu basee sur les donnees d'identification uni- 
35 que (96); 

un moyen d'extraction pour extraire la cle de 
contenu enregistree (106) ; 
un moyen de determination pour determiner si 
la premiere cle de contenu et la cle de contenu 
40 enregistree (106) coincident ; et 

un moyen d'autorisation pour permettre la re- 
production des donnees numeriques video et/ 
ou audio lorsqu'une coincidence est determi- 
nee par ledit moyen de determination. 

45 

6. Un systeme numerique de reproduction (14) selon 
la revendication 5, comportant en outre un moyen 
d'obtention d'un second agrement pour obtenir un 
agrement de la facturation de la part de I'utilisateur 

50 pour reproduire les donnees numeriques de conte- 
nu video et/ou audio et si la coincidence est deter- 
minee par ledit moyen de determination, et le 
moyen de modification de premiere cle de contenu 
pour modifier la premiere cle de contenu en fonction 

55 de I'agrement de la facturation de la part de I'utili- 
sateur. 

7. Un systeme numerique de reproduction (14) selon 
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la revendication 6, dans lequel ledit moyen de mo- 
dification de prenniere cle de contenu comporte un 
moyen d'acquisition de cle de contenu pour acque- 
rir une autre cle de contenu en fonction de I'agre- 
ment de la facturation de la part de I'utilisateur afin 5 
de modifier la premiere cle de contenu en se basant 
sur I'autre cle de contenu. 

Un precede pour reproduire des donnees numeri- 
ques video et/ou audio a partir d'un support nume- io 
rique d'enregistrement (44) dans lequel des don- 
nees numeriques video et/ou audio embrouillees et 
la cle de contenu (106) sont enregistrees sur ledit 
support numerique d'enregistrement (44) ayant des 
precedes d'identification unique (96) enregistres au 15 
prealable, ledit precede numerique de reproduction 
des donnees video et/ou audio, comportant de : 

(a) lire les donnees d'identification unique (96) 

a partir dudit support d'enregistrement de don- 20 
nees (44) ; 

(b) creer une premiere cle de contenu basee 
sur les donnees d'identification unique (96) ; 

(c) extraire la cle de contenu enregistree au 
prealable (106); 25 

(d) determiner si la premiere cle de contenu et 
la cle de contenu enregistree (106) coincident 
ou non ; et 

(e) autoriser la reproduction des donnees nu- 
meriques video et/ou audio lorsque la comci- 30 
dence est determinee. 
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